
SE 4367.001 

Software Testing Verification Validation and 
Quality Assurance

Wei Yang

Department of Computer Science
University of Texas at Dallas



Outline

• Overview
• Course Content



Outline

• Overview
• Course Content



Course Info

• Instructor: Wei Yang
• Office: ECSS 4.225
• Email: wei.yang@utdallas.edu
• Homepage: http://youngwei.com/

• TA: TBD

• Course web page
• http://youngwei.com/page/CS4367-001-22S/index.html

mailto:wei.yang@utdallas.edu
http://youngwei.com/
http://youngwei.com/page/CS4367-001-22S/index.html


$ Whoami



Research Interests

• MobileSecurity (WHYPER, Pluto, AppContext[1][2][3], Telemade, MRV, CLAP[
1], EnMobile, MalScan)

• Automated Testing (ORBIT, WCTester[1][2], NMTtest[1], REINAM)

• SE/Security for Machine Learning (PerInv, MRV, Telemade, NMTtest)

• ML/NLP for SE/Security (WHYPER, Pluto, CLAP, SemRegex[1], REINAM)

• IoT Security (iRuler)

https://sites.google.com/site/whypermission/
https://sites.google.com/site/advertisingpluto/home
https://sites.google.com/site/asergrp/projects/appcontext
http://youngwei.com/publication/hotsos14/
http://youngwei.com/publication/jcs_journal/
http://youngwei.com/publication/hotsos17/
http://youngwei.com/publication/telemade/
http://youngwei.com/publication/mrv/
http://youngwei.com/publication/clap_vlhcc/
http://youngwei.com/publication/clap_re/
http://youngwei.com/publication/enmobile/
https://github.com/malscan-android/MalScan
https://sites.google.com/site/asergrp/projects/orbit
http://youngwei.com/(/publication/wctester/)
http://youngwei.com/publication/wctester_fse16/
http://youngwei.com/publication/wctester_icse17/
http://youngwei.com/publication/dsn19_industry/
http://youngwei.com/publication/icse19_poster/
https://sites.google.com/site/reinamlearning/
http://youngwei.com/publication/permuteinvariance/
http://youngwei.com/publication/mrv/
http://youngwei.com/publication/telemade/
http://youngwei.com/publication/dsn19_industry/
https://sites.google.com/site/whypermission/
https://sites.google.com/site/advertisingpluto/home
http://youngwei.com/publication/clap_re/
http://youngwei.com/publication/semregex/
http://youngwei.com/publication/semregex-aaai/
https://sites.google.com/site/reinamlearning/
http://youngwei.com/publication/iruler/


Software Engineering in UT Dallas



Electronic communication

• https://elearning.utdallas.edu : announcements

• MS Teams: questions, answers

8

https://elearning.utdallas.edu/


Textbook and Readings

• This course will mainly be a walk through for https://www.fuzzingbook.org/.

• Some (text)books recommended

• Reading linked from Schedule (Provided later)

• Course Website: http://youngwei.com/page/CS4367-001-22S/index.html

9

https://www.fuzzingbook.org/
http://youngwei.com/page/CS4367-001-22S/index.html


Grading

• Mid-term Exam (30%)
• Assignments (20%)
• Online Discussion & Class Participation (10%)
• Final Exam(40%)

• For fairness, we REPORT all cheating
• Please avoid copy-pasting as much as possible. For any material (especially graphics 

and anything included by copy-pasting) not created by you but included in your 
deliverable, you must acknowledge the source on the same page.

10
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The facts
• Only 32% of software projects are considered successful

• (full featured, on time, on budget)

• Software failures cost the US economy $59.5 billion dollars every year [NIST 2002 
Report]

• On average, 1-5 bugs per KLOC (thousand lines of code) In mature software 
(more than 10 bugs in prototypes)

✴ 35MLOC
✴ 63K known bugs at the time of release
✴ 2 bugs per KLOC



Testing



Testing

• Caused due to numeric overflow error
• Attempt to fit 64-bit format data in 16-bit space

• Cost
• $100M’s for loss of mission
• Multi-year setback to the Ariane program

• Read more at http://www.around.com/ariane.html

http://www.around.com/ariane.html


Security Vulnerabilities

• Exploits of errors in programs

• Widespread problem 
• Moonlight Maze (1998)
• Code Red (2001)
• Titan Rain (2003)
• Stuxnet Worm

• Getting worse …

2011 Mobile Threat Report
(Lookout™ Mobile Security)

• 0.5-1 million Android users 
affected by malware in first 
half of 2011 

• 3 out of 10 Android owners 
likely to face web-based 
threat each year

• Attackers using increasingly 
sophisticated ways to steal 
data and money



A few more examples

Pac-Man (1980)
• Should always have no ending
• Has “Split Screen” at level 256
• Cause: Integer overflow
• 8 bits: maximum representable value



A few more examples

• Mars Climate Orbiter (1998)
• Sent to Mars to relay signal from Mars

• Lander
• Smashed to the planet

• Cause: Failing to convert between 
different metric standards

• Software that calculated the total impulse presented 
results in pound-seconds

• The system using these results expected its inputs to 
be in newton-seconds



A few more examples

• USS Yorktown (1997)
• Left dead in the water for 3 hours

• Cause: Divide by zero error



Fuzzing



Fuzzing



Fuzzers



Fuzzing for Security



Fairness



Fairness – Regulation & Rules

• https://www.regulations.gov/document?D=HUD-2019-0067-0001

https://www.regulations.gov/document?D=HUD-2019-0067-0001


UI testing agent with reinforcement learning
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An Empirical Study of Android Test Generation Tools in Industrial Cases
Wang et al.  ASE 2018



Yin-Yang view of data-driven app testing
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AI

Software 
Engineering

• Data-driven software engineering

• Main Challenge: Lack of labeled data
• Short Term

• Multimodal representation learning
• Long Term

• Transfer learningBehavioral data: API invocations, 
network incoming and outgoing 
traffic, keyboard logs, app 
execution trace, bug/crash reports, 
static analysis

User
Awareness

Security
Behavior Contextual data: user usage data, 

user reviews, UI screen (labels, 
hints, screen, buttons, sequence of 
screen), app descriptions, privacy 
policy, pictures/videos, tags (app 
category)

Behavioral data: API invocations, 
network incoming and outgoing 
traffic, keyboard logs, app 
execution trace, bug/crash reports, 
static analysis

Characterize

Check 
Consistency



Testing criterion for machine learning
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Testing criterion for NLP
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Automatic Detection of Under-
and Over-Translation in Neural 
Machine Translation 
Peng et al.
Under submission



Code Obfuscation/De-obfuscation/Transformation
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Learning-based testing
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AI

Software 
Engineering

• Security of AI software
• Integrity (Causing ML to produce 

unintended results)
• Privacy (Learn sensitive 

information about training data)



Physical testing to smart cities systems
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AI

Software 
Engineering

• New application: smartphone -> smart 
infrastructure
– Transportation, smart home (intelligent 

dwelling), smart city (urban planning)



Reference

• https://securify.chainsecurity.com/
• https://www.probfuzz.com/

https://www.probfuzz.com/
https://www.probfuzz.com/
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